Accessing the I:, T:, and HPG shared drives off of
UVa grounds

1. Place the UVa-Anywhere.PCF file in your Cisco VPN client folder
(Usually C:\Program Files\Cisco Systems\VPN Client\Profiles\)

File Edit VWiew Favorites Tools Help
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Address Ilﬂ C:\Program Files'Cisco Systems\WPN Client'profiles

Name = I Size I Type | Date Modified
File and Folder Tasks £ = UvA -SCNYPN.pef 1KE PCFFile 4/16/2005 12:13 FM
[ Uva-Anywhere.pcf 1KB PCFFile 4/30/2005 1:24 FM

Ij:ﬂ Rename this file

_;‘ Move this file

) Copy this file

@ Publish this file to the Web
(=) E-mail this file

¥ Delete this file
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[C3) VPN Client
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Details

2. Download certificate from https://standard.pki.virginia.edu/ca/eecert/ for
any PC you want to map a drive (requires information like user ID,
SSN, etc).




2} PKI - UVa Standard Assurance - Cert Request - Microsoft Internet Explorer =] ]
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P In order to obtain a certificate you will first need to provide some personal information.
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This information will be used to confirm that you are authorized to have an account at the University of
Virginia. All of the information below must be entered as it appears in official U.Va. records.

I Your U.Va. computing ID (e.g., mst3k)

I Your current password on a Blue, Home Directory, CMS, or HSC Exchange account

| Your last name

| Your university ID (usually social security number, e.g.; 222881111)

| Your birthdate in the format YYYYMMDD (e.g.; 19810610 for June 10, 1981)

Submit information I Reseat | abortl

E
@ Done ’7 ’7 ’7 ’7 E # Internet Y

3. Open the Cisco VPN Client.

# Cisco Systems VPN Client

Gisco SvsTems

Cannection Entry:
LI a-turyahiere j

Mew... Optiohz = |

Host name or IP addresz of remate server:
|V a-dnywhere-1.itc Mirginia. EDL

Cloze

4. Choose Options and then Properties.



5. Click the Authentication tab.

Properties for UVa-Anywhere |

General |Putherrtication I Connections |

Enter a description of this connection entry (optional):

V3-A

Va-Ampwhere: remote VPN ; s to UVANet

¥ Enable Transparent Tunnsling
= AMllow IPSec over UDP (NAT/PAT)
¢ Use IPSec over TCP (NAT/PAT/Firewall)

TCP port: IBD

¥ Allow local LAN access

Peer response timeout: I'I 80 (30 - 480 seconds)

QK I Cancel Help

6. Change the radio button from Group Access Information to Certificate
and push OK.

Properties for UVa-Anywhere |

General Authentication | Cannections |

Your administratar may have provided you with group
parameters or a digital cerfficate to authenticate your access to
the remote server. I so, select the appropriate authentication
method and complete your entries.

" Group Access Information

I ame: I

Easamond:

Lanfirm Im
Eazzward:

{* Cerificate

Name:

¥ Send CA Cerificate Chain Validate Certificate. ..

QK I Cancel Help




7. Choose the pull down menu and choose UVa-Anywhere and press
Connect.

# Cisco Systems VPN Client

X

Cisco Svsrems

Connection Entry:

| a-drybiere j
LI, - SCH WPM
[y a-Anuhers

Hozt name or [P addresz of remate zerver:
L a-drpwhere-1 it Virginia. ED L

Connect | Cloze |

# Cisco Systems VPN Client x|

| Fiten Sverrus

% _ Imitiating TCP to 192.35.48.194, port 80...

Caonnection Hiztary

|nitializing the connection... ;I
Initiating TCP ta 192 35 48,134, port 80...

[Eannest I Cloze




8. Map the drives as you normally would (i.e. Map Radiology Drives Icon).



